
1 





   
 

  3 
 

C – SUSTAINABLE DEVELOPMENT ................................................................................. 51 

D – ENVIRONMENTAL IMPACT ....................................................................................... 53 

E – TRUST, SECURITY AND ETHICAL FRAMEWORKS ........................................................ 55 

F – ADVANCED DIGITAL TECHNOLOGIES ....................................................................... 57 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



mailto:t.grigoryan@unesco.com


   
 

  5 
 

 

FORM FOR ALL REVIEWERS TO COMPLETE 
1. About you: 

Name (Please follow this format: Peter CASTLE):       

Affiliation: 

Position/Role:         
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RIGHTS 
 

Overarching question: 

To what extent are the rights set out in international rights agreements respected and 
enforced within the national Internet environment, and what steps could/should be taken 
to improve this? 

 

Comment on the overarching question: 

 

 

 

THEMES 
A Policy, legal and regulatory framework 
B Freedom of expression 
C Access to information 
D Freedom of association 
E Right to privacy 
F Social, economic and cultural rights 
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THEME A – POLICY, LEGAL AND REGULATORY FRAMEWORK 
 

Core questions and indicators 

Question  Is there a legal and institutional framework for 
the enjoyment and enforcement of human 
rights, offline and online, which is consistent 
with international and regional rights 
agreements, laws and standards, and with the 
rule of law?   

COMMENTS 
 

Indicator 
1 

Existence of a legal and 
institutional 
framework, including 
oversight 
arrangements, which is 
consistent with 
international and 
regional rights 
agreements, laws and 
standards and the 
principle that rights 
are equivalent offline 
and online  

Sources: 
 International rights 

framework as set out in 
global rights instruments 
(inc. UDHR, ICCPR, 
ICESCR, CEDAW, ICERD, 
CHC), regional 
agreements and 
principles established by 
UN and regional Human 
Rights entities. 

 National constitutional 
and legal frameworks for 
human rights. 

 Reports by international 
and national human 
rights agencies, legal 
judgements, academics 
and media. 

COMMENTS 
 

Indicator 
2 

Evidence that this 
framework is 
respected and 
enforced by 
government and other 
competent authorities  

Question  Is there a legal framework to protect individuals 
and enable them to have recourse against 
violations of their rights online?   

COMMENTS 
 

Indicator 
3 

Existence of a legal 
framework and 
appropriate procedural 
powers, consistent 
with international 
rights agreements etc., 
which is concerned 
with protection of 
individuals against 
cybercrime, 
harassment and 
violations of rights by 
others  

Sources: 
 National constitutional 

and legal frameworks for 
human rights, and 
legislation concerning 
cybercrime and online 
abuse. 

 Legal framework for 
individual remedy and 
redress. 

 Reports by international 
and national human 
rights agencies, legal 
judgements, academics 
and media. 

 

COMMENTS 
 

Indicator 
4 

Availability of 
accessible legal 
process that enables 
individuals to seek 
effective remedy  
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Supplementary question and indicator 

Question  Are judges, magistrates and legal professionals 
trained in issues relating to the Internet, digital 
development and human rights? 

COMMENTS 
 

Indicator 5 Availability and coverage 
of relevant courses in law 
schools and for practicing 
legal professionals, and 
proportions of relevant 
personnel who have 
undertaken or completed 
training. Revision of 
existing indicator 

Sources: 
 UNESCO principles for 

the training of legal 
professionals in 
Internet-related issues. 

 Curricula of law 
schools and judicial 
training institutes. 

COMMENTS 
 

 

GENERAL COMMENTS ON RIGHTS/THEME A: POLICY, LEGAL AND REGULATORY 
FRAMEWORK 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



   
 

  9 
 

B – FREEDOM OF EXPRESSION 
 

Core questions and indicators 

Question  Is freedom of expression guaranteed in law, 
respected in practice and widely exercised? 

COMMENTS 
 

Indicator 6   Constitutional or legal 
guarantee of freedom of 
expression consistent 
with ICCPR Article 19 and 
evidence that it is 
respected and enforced 
by government and other 
competent authorities  
 

Sources: 
 Global and regional 

rights instruments 
concerned with 
freedom of expression, 
including ICCPR Article 
19, and principles 
established by UN and 
regional Human Rights 
entities. 

 National constitutional 
and legal frameworks 
for expression rights. 

 Reports by 
international and 
national agencies 
concerned with 
expression rights. 

COMMENTS 
 

Question  Are any restrictions on freedom of expression 
narrowly defined, transparent and implemented 
in accordance with international rights 
agreements, laws and standards? 

COMMENTS 
 

Indicator 7 Legal restrictions on 
freedom of expression 
that are consistent with 
ICCPR Article 19 and 
international and regional 
rights agreements, laws 
and standards  

Sources: 
 Global and regional 

rights instruments 
concerned with 
freedom of expression, 
including ICCPR Article 
19, and principles 
established by UN and 
regional Human Rights 
entities. 

 National constitutional 
and legal frameworks 
for expression rights. 

 Reports by 
international and 
national agencies 
concerned with 
expression rights. 

 Independent 
assessments of the 
diversity of expression 
online and online, 
including media 
plurality. 

COMMENTS 
 

Indicator 8 Assessments by credible 
and authoritative sources 
of extent and diversity of 
expression online and 
offline  
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Supplementary questions and indicators 

Question  Does the legal and regulatory framework regulate 
platforms in ways that are consistent with 
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GENERAL COMMENTS ON RIGHTS/THEME C: ACCESS TO INFORMATION 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

D – FREEDOM OF ASSOCIATION 
 

Core questions and indicators 

Question  Is freedom of association online guaranteed in 
law and respected in practice?  

COMMENTS 
 

Indicator 
16 

Existence of an 
established legal 
framework that is 
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interference with their 
online activities  

including rights 
agencies, academics 
and media. 
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 National legal 
frameworks governing 
encryption and 
identity. 

 

GENERAL COMMENTS ON RIGHTS/THEME E: RIGHT TO PRIVACY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

F – ECONOMIC, SOCIAL AND CULTURAL RIGHTS 
 

Core questions and indicators 

Question  Does the national strategy for digital 
development address economic, social and 
cultural aspects of digital rights? 

COMMENTS 
 

Indicator 
26  

Evidence of inclusion of 
ESC rights in the 
national strategy or 
national policy 
documents concerned 
with digital development  

Sources: 
 Text of the ICESCR and 

SDGs. 
 National strategies and 

policy documents 
concerned with digital 
development. 

COMMENTS 
 

Question 
18 

Do digital policies for: 
a) employment; 
b) education; and 
c) health 

incorporate the rights and principles on these 
themes included in the ICESCR?  

COMMENTS 
 

Indicator 
27 

Evidence of inclusion of 
ESC rights in strategies 
concerned with sectoral 
digital development  

Sources: 
 Text of the ICESCR and 

SDGs 3, 4 and 8. 
 National strategies and 

COMMENTS 
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OPENNESS 
 

Overarching question: 

To what extent is the national Internet environment open for all to develop online services 
and content, and what steps could/should be taken to improve this? 

 

Comment on the overarching question: 

 

 

 

THEMES 
A
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A – POLICY, LEGAL AND REGULATORY FRAMEWORK 
 

Core questions and indicators 

Question  Does the legal and regulatory framework for 
business, academia and civil society facilitate 
technological and business innovation on the 
Internet? 
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Question  Are communities able to establish their own 
networks to provide Internet access?  

COMMENTS 
 

Indicator 
41  

Legal framework 
concerning the 
establishment of 
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with digital rights. 
Question  
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D – OPEN DATA 
 

Core questions and indicators 

Question  Does the government provide or encourage open 
access to and sharing of public and publicly-
funded information and data resources, with 
appropriate privacy protections?  

COMMENTS 
 

Indicator 
46  

Legal and licensing 
frameworks for use of 
government and 
government-funded 
resources  

Sources: 
 Legal and licensing 

frameworks for the use 
of public data and 
government-funded 
data. 

COMMENTS 
 

 
 

Supplementary questions and indicators 

Question  Do government and other public stakeholders 
provide online, machine-readable access to 
anonymised public data sets?  

COMMENTS 
 

Indicator 
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ACCESS 
 

Overarching question: 

To what extent are the internet and online services accessible to all, enabling everyone to 
take advantage of the resources and opportunities it offers, and what steps could/should 
be taken to improve this? 

 

Comment on the overarching question: 

 

 

 

THEMES 
A Policy, legal and regulatory framework 
B Connectivity and usage 
C Affordability 
D E
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A – POLICY, LEGAL AND REGULATORY FRAMEWORK 
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B – CONNECTIVITY AND USAGE 
 

Core questions and indicators 

Question  
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broadband access in 
different regions  

Question  
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 Assessments by 
credible business 
analysts, academics 
and independent 
commentators. 

Question  Is there a substantial and growing volume of 
Internet content in diverse local and indigenous 
languages, including locally-generated content? 
Existing question 4 

COMMENTS 
 

Indicator 
78 

Availability of content on 
major platforms, 
government websites 
and major e-commerce 
platforms in all official 
and major non-official 
languages  

Sources: 
 Data from social 

platforms, government 
departments and e-
commerce platforms 
(where published or 
available on request). 

 Data published or 
available on request 
from Wikimedia. 

 Assessments by 
credible business 
analysts, academics 
and independent 
commentators. 

COMMENTS 
 

Indicator 
79 

Proportion of Wikipedia 
content concerning the 
country a) generated 
locally and b) in local 
languages  

 
 

Supplementary questions and indicators 

Question  How many Internet domains are there within the 
country, and what proportion of these are ccTLD 
domains?  

COMMENTS 
 

Indicator 
80  

Number of Internet 
domains and proportion 
that are ccTLD  

Sources: 
 Data from Whois 

database (for generic 
TLDs). 

 Data from national 
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F – CAPABILITIES 
 

Core questions and indicators 

Question  What proportions of the population and the 
workforce are skilled in the use of ICTs?  

COMMENTS 
 

Indicator 
81  

Proportion of Internet 
users with particular 
Internet skills, by skill 
level, aggregated and 
disaggregated by age 
and gender  

Sources: 
 International 

standards for 
assessing digital skills 
from ITU and UNESCO. 

 National statistical 
offices and 
employment 
departments. 

 Assessments by 
credible business 
analysts, academics 
and independent 
commentators. 

COMMENTS 
 

Question  Are programmes to promote media and 
information literacy skills provided by 
government or other stakeholders? 

COMMENTS 
 

Indicator 
82  

Existence and extent of 
adoption of media and 
literacy programmes  

Sources: 
 Government policies 

for digital literacy. 
 Statistical evidence of 

update of digital 
literacy programmes 
from government and 
business sources. 

COMMENTS 
 

 
GENERAL COMMENTS ON ACCESSIBILITY/THEME F: CAPABILITIES 
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MULTISTAKEHOLDER PARTICIPATION 
 

Overarching question: 

To what extent are policy development and internet governance open to multistakeholder 
participation, and what steps could/should be taken to improve this? 

 

Comment on the overarching question: 

 

 

 

THEMES 
A Policy, legal and reg
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A – POLICY, LEGAL AND REGULATORY FRAMEWORK 
 

Core questions and indicators 

Question  Is there a framework for policy development on 
the Internet that includes multistakeholder 
participation, and does the government actively 
promote such participation? 

COMMENTS 

Indicator 
83 

Existence of a policy 
document or practice 
that recognises the 
principle of 
multistakeholder 
participation  

Sources: 
 Frameworks for the 

development of 
government policy on 
the Internet 

 Reports by government 
departments 
concerning 
multistakeholder 
participation in 
Internet policy 
development 

 Reports by business, 
consumer, civil 
society, technical 
associations and other 
groups concerning 
their participation. 

COMMENTS 

Indicator 
84 

Evidence of participation 
by diverse stakeholder 
groups in Internet-
related policymaking  

 
GENERAL COMMENTS ON MULTISTAKEHOLDER PARTICIPATION /THEME A: POLICY, 
LEGAL AND REGULATORY FRAMEWORK 
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B – NATIONAL INTERNET GOVERNANCE 
 

Core questions and indicators 

Question  Are there active associations of Internet 
professionals, consumers and other stakeholder 
groups that focus on Internet policy and 
governance issues? 

COMMENTS 

Indicator 
85 

Existence and level of 
activity of relevant 
associations  

Sources: 
 Published reports of 

relevant associations. 

COMMENTS 

Question  Is there a national Internet Governance Forum or 
equivalent body open to all stakeholders?  

COMMENTS 

Indicator 
86  

Existence of national IGF 
or equivalent forum and 
level of participation  

Sources: 
 Published reports of 

national IGF or 
equivalent. 

 Data concerning 
participation. 

COMMENTS 
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C – INTERNATIONAL INTERNET GOVERNANCE 
 



   
 

  45 
 

 

 

CROSS-CUTTING INDICATOR 
 

THEMES 
A Gender 
B Children 
C Sustainable development 
D Environmental impact 
E Trust, security and ethical frameworks 
F Advanced digital technologies 
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A – GENDER 
 

Overarching question: 

To what extent does the national Internet environment address inequalities of gender, and 
what steps could/should be taken to improve this? 

 

Comment on the overarching question: 

 

 

 

Core questions and indicators 

Evidence from Category A Theme D Question 1, on the 
gender digital divide, should also be considered core to the 

analysis of gender. 
 

COMMENTS 
 

Question  Are the interests and needs of women and girls 
included and effectively monitored in national 
Internet strategies and policies?  

COMMENTS 
 

Indicator 
90 
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Question  What steps are being taken to improve the 
representation of women and girls in Internet 
access and use?  

COMMENTS 
 

Indicator 93 Gender digital divide as 
measured by ITU and 
GSMA  

Sources: 
 Definitions and 

methodologies for the 
gender digital divide 
published by ITU and 
GSMA 

 Data from national 
statistical offices and 
regulatory agencies  

 Data from ISPs and 
other 
communications 
businesses. 

 Policy and regulatory 
strategies concerned 
with digital and gender 
equity. 

COMMENTS 
 

Indicator 94 Existence of policy 
initiatives to address the 
divide  

Question  Is the proportion of women in STEM training, 
professional employment and Internet 
leadership significant and growing?  

COMMENTS 
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health freely available online?   
Indicator 99 Presence or absence of 

information resources 
and evidence 
concerning restrictions  

Sources: 
 Government policy 

concerning 
information on 
reproductive and 
sexual health. 

 Independent 
assessments from 
credible sources 
including NGOs 
concerned with 
gender issues and 
reproductive/sexual 
health. 

COMMENTS 
 

 

GENERAL COMMENTS ON CROSS-CUTTIN°㙇�°㐀Ԁessments from 
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B - CHILDREN 
 

Overarching question: 

To what extent does the national Internet 
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D – ENVIRONMENTAL IMPACT 
 

Overarching question: 
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GENERAL COMMENTS ON CROSS-CUTTING INDICATOR /THEME D: ENVIRONMENTAL 
IMPACT   
 
 
 
 
 
 
 
 
 
 
 
 

 

E – TRUST, SECURITY AND ETHICAL FRAMEWORKS 
 

Overarching question: 

To what extent is the national Internet environment secure and trusted by users, and what 
steps could/should be taken to improve this? 

 

Comment on the overarching question: 

 

 

 

Core questions and indicators 
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independent stakeholders?  
Indicator 

127 
Existence of 
multistakeholder fora to 
discuss the potential 
and implications of new 
technological 
developments  

Sources: 
 Policy and regulatory 

frameworks concerned 
with the development 
of artificial 
intelligence. 

 Informed assessment 
by credible analysts in 
business, the technical 
community and 
academia. 

COMMENTS 
 

Indicator 
128 

Existence of 
assessments conducted 
by public and private 
sectors on the impact of 
artificial intelligence on 
human rights, the 
environment and social 
development  

 
Supplementary question and indicators 

Question  Is there multistakeholder discussion of the 
ethical and human rights impact of advanced 
digital technologies?  

COMMENTS 
 

Indicator 
129 

Existence of 
multistakeholder fora to 
discuss the potential 
and implications of new 
technological 
developments  

Sources: 
 Reports of relevant 

multistakeholder fora. 
 Informed assessment 

by credible analysts in 
business, the technical 
community, civil 
society and academia. 

COMMENTS 
 

 

GENERAL COMMENTS ON CROSS-CUTTING INDICATOR /THEME F: ADVANCED DIGITAL 
TECHNOLOGIES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


